VMware Virtual Lab

VMware View Client and VMware vCenter Client Instructions « v13-1

Greenville Tech has implemented a new virtual lab environment for use by students in our Red Hat Academy
Linux courses. These instructions attempt to instruct our students how to setup VMware View Client on their
personal computers so they can connect to our VMware Virtual Lab from anywhere in the world.

There are four sections to these instructions. The first section discusses connecting your personal computer to
the Greenville Tech network infrastructure via our VMware View Server. The second section of these
instructions takes you from the VMware View Desktop to the VMware vCenter Server where you can launch
your virtual server in our VMware Virtual Lab. The third section instructs you on how to shutdown and leave the
VMware Virtual Lab. And the fourth section instructs you on creating a Snapshot of your virtual machine.

Section One: Setup and Using VMWare View Client

First you need to download and install VMware View Client on their personal computer. Open your Internet
browser and visit https://view.gvltec.edu to access this software. You can access this web server from any
network off campus or connected to the student wireless network. Currently we do not support Local mode,
so download either the 32-bit or 64-bit version of View Client:

%) VMware View Portal - Mozilla Firefox
File Edit View History Bookmarks Tools Help

Qb'v'M'f\'are View Portal | =+ ‘ /

Q?_-, gultec.edu | https: /fview.guitec.edu

VMware View

! Portal 5

You must use the View Client to access this Connection Server

To connect, start the View Client and enter htfps./new. gvitec. edu as the server URL. You can open this page in Internet Explorer
to install or automatically start the View Client.

Alternatively. use the links below to download a suitable View Client installer.

View Client for Windows

Wiew Client with Local Mode
Wiew Client {64-bit) (32 MB)
View Client with Local Mode (64-hit) (115 MB)

View Client (25 MB)
(ig VB

Once VMware View Client is successfully downloaded and saved to your local personal computer, run the
downloaded executable program to install VMware View Client. Follow the instructions in the installation
software.

Take all of the default options when prompted except Default Server.

When prompted, enter view.gvltec.edu as the Default Server:

iiF VMware View Client

Default Server

Configures the server View Client connects to by default

Specify a default server for this View Client. This setting is optional,

Default View Connection Server: Jvie-,:_'.g'-.-'ltec.edu
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5. When View Client is successfully installed, there should be an icon on your personal computer's desktop to
launch VMware View:

6. Click on the VMware View Client icon and launch View. Click on the Connect button to connect with
VMware View Server on the Greenville Tech network (backbone):

e E S
|_J vmware FIPCalR”

VMware View'5

Enter the host name or IP address of the View Connection Server,

Connection Server: | view.gvltec.edu v|

Support Information

[ Connect ] [ Exit ] [ Help ] [ Cptions => ]

7. Currently the servers in our VMware infrastructure are "self-signed" so you will see several server certificate
related warnings about this during the log in process. Click Continue when prompted as shown below:

= vmware  cipcal”
VMware View Client

YMware View cannot verify the identity of the server you have
! contacted. Your credentials will not be secure. Contact your
administrator to ask if this server can be trusted,

[ Continue ] [ Cancel ]

[ Cancel ] [ Help ] [ Cptions >3 J

VMware Virtual Lab Student Instructions 130106 v13-1.doc Page 2 of 8



VMware Virtual Lab
VMware View Client and VMware vCenter Client Instructions « v13-1

8. Once your personal computer is connected to our VMware View Server, you will be prompted to log in.

Your User name is your Blackboard user ID which is also your user name for GTC Gmail; your
temporary password is Password01 :

B VMware View Client

- vmware crcalE

\\

I VMware View 5

£ s ffview. gultec.edu

Enter your user name and password.

Lszer name: | vour_blackboard_id |
Passyword: | (YT TTTTITL] |
Domain: | WIMVCARE v |

Support Information

[ Login ] [ Cancel ] [ Help ]

The first time you log in to the VMware View Server, you will be asked to change your password. You
will be changing your password in a Microsoft Server 2008 R2 domain with strict password permissions
set. The name of the domain is vmware.local which is used for all on campus connections. Use a strong
password for this connection. Remember your strong password because there is NO password reset utility.
If you forget your password or make a mistake on your password, you will have to contact the System
Administrator to reset your password which could take several hours or days. Protect your password:

VMware View Client

@ Your password must be changed before logging on.

% WiMware View Client

- vmware cIpcalE”
I VMware View 5

\\

Eﬁ Epsfview.gvitec.edu

‘fou must change your password before continuing,

User name: | your_blackboard_id |

Domain:

Old Passiard: | sesessssss |

Mew Password: | sEsRRERRES !

Confirm: | (IITTTTYTY] |

Support Information

[ Login ] [ Cancel ]

For the strong password policy implemented on the vmware.local domain,
visit https://beausanders.org/vmware-links and click on Strong Passwords Policy.
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10. Click Login once you have confirmed your strong password and saved it in a safe place.
11. When your strong password has been authenticated by the Windows Active Directory domain controller,

you will be asked to pick a VMware View Resource Pool to join. Currently there is only one pool named
students so select it and click the Connect button:

5 WiMware View Client

[j vmware pcalE”
“J VMware View' 5

Support Information Display: : Full Screen w i

[ Connect ][ Exit ][ Help ]

12. When you have successfully logged in to the VMware View Server, you will see a Windows XP
Professional desktop that was built for this session. You will notice that Windows XP will have to complete
the last steps of its installation, like it would when launching a new XP users' desktop. This is a temporary
desktop. This is called a non-persistent desktop. When you finish your session in our VMware Virtual
Lab, this non-persistent desktop will be destroyed, so do not save any critical information in Windows XP on
the VMware View Server.

13. Now we will move to Section Two of these instructions to learn how to connect to the
VMware vCenter Server.

These instructions assume that you are using a Microsoft Windows operating system on your personal
computer. VMware has released versions of VMware View Client for Android, iPad, and Ubuntu Linux. You
will find links to more information and/or downloads for these other versions of VMware View Client at
https://beausanders.org/vmware-links.

Connecting to the VMware Virtual Lab using VMware View is limited to off campus remote connections
only. Greenville Tech has purchased a limited number of simultaneous connections (seats) that can connect to
our campus network (backbone) and the VMware Virtual Lab from off campus, so we do not want to use
VMware View licenses except when off campus.

Once connected to the Greenville Tech network OR while on campus and using the Greenville Tech network
(backbone) you will connect to the VMware Virtual Lab via VMware vSphere Client to the VMware vCenter
Server which is explained in Section Two of these instructions.
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Section Two: Logging in to VMware vCenter and Launching Your Virtual Machine

1. Once you have remotely logged into VMware View from off campus OR successfully logged in to one of
our lab computers on campus, look for the VMware vSphere Client icon on the desktop and click on it to
start logging in to our VMware vCenter Server:

&

el
S pHErElClisT

2. Next you will see the VMware vSphere Client log in screen. Enter the host name for our VMware vCenter
Server which is vcenter.vmware.local. Once again enter your Blackboard user ID for your VMware User
name and enter your strong password entered in the VMware View Client and then click the Login button:

(% Viware vSphere Client
vmware

VMware vSphere

Client

Ta directly manage a single hast, enter the IP address or host name.
To manage multiple hosts, enter the IP address or name of a
wiZenter Server,

IP address | Mame: !vcenter.vmware.local _:]
User name: ]ynur_b lackboard_id
password: 1*************

™ Use Windows session credentials

Login |

Close J Help ‘

3. Once again because we have "self-signed" our server certificates you will get a warning screen as shown
below. Click lgnore and move forward to vCenter.

Security Warning

Certificate Warnings
An untrusted S5L certificate is installed on "wcenter,wmware.local" and secure communication
cannot be guaranteed. Depending on vour security policy, this issue might nat represent a

security concern. You may need to install a trusted SSL certificate on your server to prevent this
warning from appearing.

Click Ignare ko conkinue using the current SSL certificate.

Wiew Certificate Ignore | Cancel |

™ Install this certificate and do nob display any security warnings for “veenker, vrware. local”,
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4. Now you will enter our VMware vCenter Server and see the first screen of the management system as
shown below. Click on Hosts and Clusters to get to your virtual machine:

(%) vcenter.vmware. local - vSphere Client

File Edt Wew Inventory Administration Plug-ns Help

B B |4 tome (&)= search Inventory Q
Inventory e’
SO | < % 8 @
Search Hosts and Clusters s and Datastorssand  Networking
Templates Datastare Clusters

Administration

a8 e

2 B ¥

Roles Sessions Licensing System Logs vCenter Server  viCenter Solutions  Storage Providers  w(Center Service
Settings Manager
Management
- . B
: A k- B¢
3 B Z P i‘n‘; & )
rharhilad Tacke Furarte tMans Mot Perfiles WM Sherane 1 iskrmizabine ™
Recent Tasks Name, Taiget or Status contains: + X
Name Target Status Details Intiated by | vCerter Server Requested Start Ti... = | Start Time
L7 | e
& Tasks @ Alams VMWERE sandenbs /)
=

5. Next you will see the VMware vCenter Server Management screen. It has many tabs and options, but you
will only use a few of them to launch your virtual machine. First you will need to expand the tree in the left
pane of the screen so you can access your virtual machine:

(%) vcenter.vmware. local - v5phere Client

File Edit W¥iew Inventory Administration Plug-ins  Help

ﬁ @ r@ Home b gF] Inventory b Eﬂ Hosts and Clusters 65 | Search Inventory Q

n>abEbe$i

- @ﬁenter.vmware.local ist191-sandewbs

Bl &TC
I; esxivmware.local Getting Skarted SUMmmAary Lesource Allocatio Performance asl WEnEs Alarms Console Permissions
- @ IsT191-701
= @ sandeubs What is a Virtual Machine?
(5 |ist191-sandewbs
+ @ 15T192-741 A virtual machine is a software computer that, like a
physical computer, runs an operating system and Virtue
applications. An operating system installed on a virtual
machine is called a guest operating system. o t;
-
Because every virtual machine is an isolated computing Cluster {ll
environment, you can use virtual machines as desktop or (;f:\ L
workstation environments, as testing environments, or to \J_
consolidate server applications
In vCenter Server, virtual machines run on hosts or
clusters. The same host can run many virtual machines.
| Datacer
vCenter Serve
Basic Tasks e
rSphere Clien
[ Power on the virtual machine
{3 Edit virtual machine settings -
4 »

6. At this point you will want to work from left to right across the vCenter screen. Expand the tree on the left
as far as you can and select your virtual machine which is at the end of your branch of the tree. You will
recognize the name as your Blackboard user ID.

7. Next click on Power on the virtual machine as pointed out in the previous screen shot.

VMware Virtual Lab Student Instructions 130106 v13-1.doc Page 6 of 8



VMware Virtual Lab
VMware View Client and VMware vCenter Client Instructions « v13-1

8. Now click on the Console tab to see your virtual machine boot up.

%) vcenter.vmware. local - vSphere Client E]El

Fil= Edit View Inventory Administration Plug-ns Help
E Home | @F] Inwentory [ Hosts and Clusters ] =| Search Inventory €
a

DS E @GR e RS R

= (o wrenter,vmware local ist191-sandewbs
= [ig &1C
= [ esd.vmuarelocal
= @ 15Ti91-701
= @ sandewbs
(s ist181-sandewbs
4 @ 15T102-741

S BN Console QRN

student.vmlab.areenvilletech.us ™
>

9. Just like VMware Workstation, you will need to click your mouse in the virtual machine frame to change
focus to the guest operating system. Then press Ctrl-Alt-Enter at the same time to enlarge your virtual
machine to full screen. To toggle back to the vCenter frame, once again press
Ctrl-Alt-Enter at the same time.

Your Red Hat Academy virtual machine is an exact duplicate of the VMs in our ET314 classroom:
e Classroom server: rha-server.vmware.local (IP address 192.168.0.254/24)
e Classroom subnet: 192.168.0.0/24

e All of your work will be saved on your virtual machine server which can be accessed remotely
off-campus using VMware View Client and locally on campus using VMware vSphere Client

e Lab grades completed either remotely or on campus are saved on the Red Hat Academy server in
Raleigh

e Only you, VMware Virtual Lab administrators (3), Greenville Tech IT administrators, and Tutors have
access to your virtual machine; no other student can log in to your virtual machine

e If you are taking more than one Greenville Tech RHA Linux course, you will have only one virtual
machine to use for all of your classes

e The Greenville Tech wireless student network is considered "off-campus" for this VMware
implementation; you will need to access the VMware Virtual Lab via VMware View Client when using
the Greenville Tech wireless network

e Your virtual machine will be deleted as soon as the semester is over
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Section Three: Shutting Down Your Virtual Machine and Leaving the VMware Virtual Lab

Please be considerate of our limited server resources and other students who want to access and use the
VMware Virtual Lab. Please shutdown or suspend your virtual machine before leaving the VMware Virtual Lab.
Students leaving idle virtual machines running will be warned only once and thereafter will receive severe point
deductions from labs.

1. Press Ctrl-Alt-Enter to toggle back to a vCenter frame, if you have not already done so. If you do not
minimize your virtual machine prior to shutting down, you will lose mouse and keyboard control and
therefore lose control of vCenter. If this happens, you will have to kill the vCenter process in your host
operating system on your local personal computer which could corrupt your installation.

2. Now shutdown RHELG6 running in your virtual machine.

3. Once your RHELS virtual machine has shutdown, exit out of vSphere Client.

4. If you logged in remotely using VMware View, you will need to shutdown the Windows XP desktop which
will close the VMware View Client.

Section Four: Creating a Snapshot of Your Virtual Machine

1. You are encouraged to keep a Snapshot of your virtual machine. Only take a Snapshot when your virtual
machine is working correctly. You never know when that good Snapshot will be necessary to get your virtual
machine back in working order. To create a Snapshot, right-click on your virtual machine in the left pane
of vCenter.

2. Click on Snapshot in the shortcut menu.

3. Click on Take Snapshot to create a snapshot.

4. Click on Snapshot Manager to manages the snapshots for your virtual machine.

5. Click on Revert to Current Snapshot to return your virtual machine to the current snapshot.

If you have any questions, contact your instructor at beau.sanders@gvltec.edu.

Thank You and Kudos

It has taken over a year to launch our VMware Virtual Lab. Many people have contributed to this project. Your instructor would like to
thank the following fellow Greenville Tech employees, as well as consultants, and technical giants in my book:

Zach Underwood, RHCE and System Administrator for Synterra Corp, for installing and configuring our VMware Virtual Lab
environment as well as tirelessly consulting with his former instructor on all things related to VMware.

Wayne Dutrow and Nora Greenway, System Administrators for the Business/Public Service Division, for preparing the grant to acquire
the funding for this project, scheduling and attending countless meetings, specifying and ordering all of the hardware and software, and
keeping us on schedule.

Tim Tennis and his staff in the Greenville Tech IT Department for keeping us safe and secure while helping us through the Greenville
Tech firewall and on to the backbone of our campus network.

Mark Krawczyk, Assistant Dean and Network Systems Administration Department Head, and Dr. Lenna Young, Dean for the
Business/Public Service Division, for their help, support, and patience through this project.
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